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21. Co-creation at the heart of human-centric 
data economy – Experiences and visions 
from Kuopio Living Lab
Tiina Arpola, Arto Holopainen & Marko Jäntti

INTRODUCTION

The European Single Market is among the world’s largest economies. Europe’s growth potential is connect-

ed to the digital and data-driven economy, innovations, new technologies and business models (European 

Comission 2015). The EU aims to be the global leader in the digital economy, and this aim was included in Fin-

land’s Presidency Programme during its presidency of the Council of the European Union, 1 July – 31 December 

2019 . Finland’s vision is that a comprehensive, future-oriented single market that builds on a human-centric 

data economy by promoting the availability, interoperability and use of data while also respecting the rights 

and privacy of individuals.

Cities and municipalities play a role of key stakeholders in this digital revolution by adapting data and plat-

form economy possibilities at all levels of actions. Cities can transform into open innovation living labs, places 

to experiment with and co-create creative solutions for improving people’s health and wellbeing. For a city, an 

open innovation living lab is one step towards a smart and healthy society. Such a goal requires bold political 

choices, a strategic-level approach, open-minded governance and new operational models.

The city of Kuopio, the ninth largest city in Finland (with a population of 119,000), is one of Finland’s 

leading cities in the fields of health, wellness and safety. Kuopio’s strategic vision is to be the capital where 

the good life lives. Digitalisation, internationality and partnership are three themes integrated into all levels 

of that vision. Kuopio has put the open innovation living lab concept, namely Kuopio Living Lab, into action 

together with Kuopio University Hospital and Savonia University of Applied Sciences. Kuopio Living Lab is 

a good example of the practices cited in the city’s award as a four-star European Innovation Partnership on 

Active and Healthy Ageing Reference Site (n.d).

The European Network of Living Labs (ENoLL) (n.d.) describes living labs as follows: ‘Living Labs are 

defined as user-centred, open innovation ecosystems based on systematic user co-creation approach, 
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integrating research and innovation processes in real life communities and settings. Living Labs are both 

practice-driven organisations that facilitate and foster open, collaborative innovation, as well as real-life 

environments or arenas where both open innovation and user innovation processes can be studied and subject 

to experiments and where new solutions are developed. Living Labs have common elements but multiple 

different implementations’.

MATERIALS AND METHODS

Kuopio Living Lab makes it possible for companies and entrepreneurs to co-create and test products in 

authentic customer and expert environments. This opens up the opportunity for co-operation with the public 

sector, academia, industry and citizens (Quadruple Helix Open Innovation model) for innovations (Carayan-

nis & Rakhmatullin 2014). This is realised through close co-operation between different stakeholders in the 

ecosystem. Kuopio Living Lab provides services on a one-stop-shop basis, whereby a living lab coordinator 

working with a company can also contact other organisations. Kuopio Living Lab environments range from 

Social and Health Services (including social care, primary health care and specialised medical care), Urban 

Environment, Growth and Learning (including day care and schools), and Wellbeing Promotion (Business 

Kuopio n.d.).

In addition to the physical environments, Kuopio Living Lab aims to provide a channel for different data 

sources, such as open data, smart city data, and real-life wellbeing and health data for the development of 

future human-centric digital services. Kuopio Living Lab can collect data, validate solutions and act as an 

interface, involving end-users in the co-creation and feedback process. The process supports service and 

technology providers’ business development, innovation, co-development and co-operation activities, as well 

as marketing activities.

RESULTS

All three Kuopio Living Lab ecosystem organisations have or are planning a platform to collect different 

types of data. Savonia University of Applied Sciences operates an open-source platform for collecting and sharing 

continuous measurement data from the environment or automation process. Savonia is also committed to 

open science and research and has prepared to make information produced by public funding as open as 

possible, within limits of research ethics and legislation.

The City of Kuopio has initiated a development project to create a smart city data platform that handles 

many types of data, such as data related to urban planning, the environment, wellbeing, internet of things 

(IoT) sensors, finances, schools and pre-schools, and culture, as well as MyData produced by citizens. 

This development is part of Kuopio’s aims to be the forerunner in digitalisation. This aim is being realised by 

systematically raising the maturity level of digitalisation in all processes. Kuopio uses the municipal digitalisa-

tion maturity model to plan digitalisation measures and targets. The goal is to be at the highest level (five) in 

the coming years, at which point the city will act as a service platform, Living Lab, for new digital solutions.
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Figure 1. The five-level maturity model for municipal digitalisation. (Based on Tiihinen & al 2019, 
© Arto Holopainen, City of Kuopio)

Kuopio University Hospital holds one of Finland’s health data lakes, which aims to connect health data 

from different sources, such as the National Genome Center, the National Neuro Center, the Eastern Finland 

Biobank, the Cancer Center, Kuopio University Hospital, the University of Eastern Finland and the City of 

Kuopio. 

 
Figure 2. Kuopio Living Lab role as a channel for different data sources (© Arto Holopainen, City of Kuopio)

The operational model for utilising data through Kuopio Living Lab must include not only privacy 

(General Data Protection Regulation, GDPR) and legal perspectives but also ethical use of data, especially 

when related to individuals. In this context, three MyData principles (human-centric control and privacy, 

usable data and an open business environment) provide a human-centric approach in personal data mana-

gement, which combines industry needs for data with digital human rights (MyData Working Group 2015). 

In addition, the six guiding Data Economy Principles (Access, Share, Act, Trust, Innovate and Learn) that 
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were drafted during Finland’s Presidency of the Council of the European Union in 2019, serve as a balanced, 

coherent and interoperable data-policy framework of a human-centric and thriving data economy (EU2019.

fi). To support data economy development, Sitra, the Finnish Innovation Fund, has launched IHAN, an 

initiative on a ‘human-driven data economy’ that aims to build the foundation for a fair and functioning data 

economy. Implementation of the IHAN operating model in practice includes developing a governance model 

and specifying data formats to support data exchange use and service standards for real-time data transfer 

(Ilves L. K., Osimo D & Project Team 2019).

The use of combined data in, for example, health promotion and prediction has raised new questions: 

How can one ensure the data is reliable? What kind of data is primarily needed? How can meaningful outcomes 

from the combined data be achieved? At best, Kuopio Living Lab can help identify needs and find solutions. 

Related to health data, Finland has passed the Act on the Secondary Use of Health and Social Data (Laki sosi-

aali- ja terveystietojen toissijaisesta käytöstä 552/2019). The legislation will make it possible to use health and 

social data not only in research and in the compilation of statistics but also in development and innovation 

activities, teaching, knowledge management, supervision and steering in the social welfare and healthcare 

sectors, as well as in official planning tasks. The legislation has created a new data permit authority, Findata 

(www.findata.fi), which will be a one-stop shop for the secondary use of social and health data. Findata started 

its operations in early 2020. This provides interesting opportunities for health data usage when data is collected 

from multiple healthcare organisations.

Kuopio Living Lab acts also as a platform for matching new products or service needs arising from every-

day life with companies and entrepreneurs. One example is the City of Kuopio’s need to automate and use 

novel data analysis in the city’s annual wellbeing report. The wellbeing report compiles essential data on muni-

cipal residents’ wellbeing. The wellbeing report is used as a basis for planning, allocation of city resources and 

service development (e.g., related to health promotion). The data for the report is mainly collected manually 

in collaboration with different municipal sector experts and stakeholder groups as well as residents. Kuopio 

Living Lab has initiated the analysis of data sources needed for the wellbeing report to advance the city’s 

need for automation and data analysis. During the process, data will be evaluated and made available as open 

data, when possible, for further use. Kuopio Living Lab will also arrange joint events such as hackathons and 

open-data seminars with other stakeholders in order to engage entrepreneurs to develop solutions for needs 

using open data.  

Living labs are real test beds and experimentation environments where users and companies can co-

create innovations for the real needs of society. Living labs can improve individual and human-centric under-

standing and the use of data resources. Organisations in the living lab ecosystem can also collect data to 

improve their own services and offer better data for customers, as well as learn how other organisations 

operate and share their best practices with others.

In the Kuopio Living Lab ecosystem, all three organisations have their own coordinator whose responsibi-

lity is to orchestrate the living lab process in co-operation with other participants. The coordinators meet on 

a weekly basis to go through new contacts and cases with a promise to reply within one week. After that, a 

meeting is arranged with co-creation partners and the planning of the requested services begins, which in-

cludes defining the concrete goals of collaboration as well as each participant’s responsibilities during the 

planning, implementation and evaluation (Holopainen, Kämäräinen, Kaunisto, Kekäläinen & Metsävainio 

2018).



226

DISCUSSION

Collaboration between all ecosystem stakeholders has made it possible to provide better products and 

services that can improve the health and wellbeing of the community in all sectors of life. This also promotes 

citizens’ participation and supports the co-creation of new ideas arising from the community and the growth 

of a healthy city.

However, Kuopio Living Lab needs to evolve with its stakeholders to keep its customers on the edge of the 

future. A living lab should be a demonstrator of best practices on how to collect, manage and utilise information 

about a product or service development. A living lab should also be an influencer concerning open data and 

should generate possibilities related to data usage.

To support local companies during their digital transformation journeys, Savonia University of Applied 

Sciences and the University of Eastern Finland have established DigiCenter North Savo. This Digital Innovation 

Hub monitors and maintains up-to-date information on digital technologies and their maturity levels, per-

forms research and development projects on digitalisation and solves demanding business problems together 

with customers. DigiCenter North Savo is a growing ecosystem that builds relationships between start-ups, 

SMEs, large companies and other stakeholders such as other digital innovation hubs. 

Figure 3. Joint ecosystem orchestration and co-creation at the heart of the human-centric data economy. 
(Figure: © Arto Holopainen, City of Kuopio)

Kuopio Living lab creates an ecosystem for co-creation that connects to other ecosystems. For example, 

Kuopio Living Lab connects to the Kuopio Health ecosystem , which promotes wellbeing, food industry and 

health-care technology competence, research as well as business life both locally, nationally and interna-

tionally. Again, Kuopio Health connects to Finland’s nationwide health testbed ecosystem. Kuopio Health 

conforms to an open innovation model in combining the public sector, academia, business and end-users, 

enabling new solutions and networks. These sectors have such a strong commitment to the open innovation 
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ecosystem that they formed the Kuopio Health co-operative, whose goal is to create predictability, continuity 

and efficiency for research and development projects by bringing together different actors. (Kuopio Heath 

n.d.)

Kuopio Living Lab also connects to the DigiCenter Northern Savo Digital Innovation Hub ecosystem, 

which in turn connects to a national and European digital innovation network. DigiCenterNS received digital 

innovation hub status on 16 January 2020 and is now in the official digital innovation hub catalogue of the 

European Commission (DigiCenter North Savo n.d.). Digital innovation hub operations are based on daily 

collaboration with regional companies, and currently there are 10–12 research, development and innovation 

pilot projects (e.g., artificial intelligence, digital transformation, service development, open data) being run 

with companies.

DigiCenterNS also helps other regional ecosystems (health, food, water, manufacturing) in digital trans-

formation. This cross-domain collaboration started well but understanding complex challenges related to 

each domain requires domain knowledge and a lot of resources and effort from DigiCenterNS specialists. 

Additionally, DigiCenterNS has an active role in networking regional companies through events (seminars, 

workshops and technical working group meetings). 

While Kuopio Living Lab focuses on supporting the city as a capital where the good life lives, it also em-

powers its residents to develop the new products and services they need. Kuopio Living Lab also co-operates 

with regional development projects in order to acquire new ideas and needs from residents. These fast proto-

typing experiments, such as co-creation events like hackathons or placemaking pilots, open up the community 

to developing knowledge and expertise but also challenge living labs to think outside the box and generate 

new services to meet the community’s needs.

Hackathons are also methods for living labs to add knowledge about available data and enhance its 

use. By organising hackathons, living labs can generate innovative applications and services for the public. 

For example, Kuopio Living Lab, together with DigiCenterNS and Kuopio Health ecosystems, organises 

hackathons for the use of open data provided by the City of Kuopio. These hackathons can provide important 

information for the city by analysing and developing new services (for example, the usage of e-city bikes and 

public traffic).

As a conclusion, in the future our living environment – i.e., cities – will be self-aware and able to recon-

figure services based on what is happening, and what might happen, in the immediate future. The information 

surrounding us and flowing from the city will be a huge asset for the human-centric data economy, which 

enables more personalised services and a strong foundation for management and business growth. A critical 

success factor is the involvement of all stakeholders in co-creating together, with a seamless and open mana-

gement chain. 

Kuopio Living Lab experiences demonstrates the tangible role of co-creation at the heart of the human-

centric data economy.
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22. How should we co-create? 
Solutions for data protection, 
data security and data management 
Marjo Valjakka, Tino Graubner & Minna Marjamaa

Co-creation involving institutions of higher education, companies, public organisations and third-sector 

institutions is based on sharing risks, resources and information. The foundation for sharing information rests 

on tools and procedures that enable a flexible and secure basis for the cooperation. Laurea has created an 

action model to support the collection, analysis and sharing of research data, which complies with the de-

mands of data security legislation, data protection, data management and funder requirements. Our article 

describes that model, its technical underpinnings and legal basis while encouraging co-creators to work 

securely and openly. The article also explores the possible application of the model to teaching or to co-

created data.

Many continue to share information on familiar platforms without a second thought to data security or 

whether the platform is appropriate for the project. The fundamental questions of co-creation include: What 

is required by the General Data Protection Regulation before research can begin? Which platform is the best 

one for this cooperation? Which materials will be shared with participants and partners and where? Projects 

and developers need clear instructions. This article describes Laurea’s open co-creation model from the 

perspective of data management, data protection and information security.

 

WHAT KINDS OF DATA ARE PRODUCED IN CO-CREATION? 

 

In co-creation projects, research data may be collected through workshops, group interviews or survey 

forms.  Information may also be gained from partners’ customer registers or healthcare statistics. At uni-

versities of applied sciences, the data being managed has typically been understood as material from RDI and 

other research projects.  The material produced in RDI projects differs somewhat from traditional university 

data. Seinäjoki University of Applied Sciences (SeAMK) studied the nature of the material produced in RDI 

projects by conducting a survey among project managers in 2016. According to this survey, the data from RDI 
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projects usually consist of survey and interview material, various measurement, mapping and observational 

data as well as video, image, sound and text material (Päällysaho & Latvanen 2016).  

Some forms of data generated at universities of applied sciences are not necessarily identified or collected. 

It is important to develop the documentation of information generated through co-creation. This may also 

lead to new methods for releasing, using and further developing the processes and results of RDI projects 

in the future (Marjamaa & Latvanen 2017). Flip charts covered with post-its from co-creation workshops are 

stored in staff lockers and possibly photographed, but the information held in them is not systematically 

collected. The same is true for information created by students. Some of the data generated at universities of 

applied sciences contain no personal information or corporate secrets, and could easily be shared for wider 

use. The special features of data from universities of applied sciences should be further studied.

At Laurea, the goal is to expand the collection and use of the data outside RDI projects so that the data 

from teaching, cooperation projects and RDI could be used extensively throughout Laurea. At the same time, 

the co-creation model ensures that the developers themselves understand when the material of the project 

deals with public or confidential data and which things they should consider when processing personal infor-

mation. 

 

THE OPEN MODEL FOR CO-CREATION HAS TWO PARTS 

 

Laurea’s open model for co-creation has two parts:

 1. The data handling process (see Figure 1) and

 2. the table for data handling (see Figure 2) and sharing data on various platforms.  

 

Together these parts form Laurea’s open model for co-creation. In addition, the process includes the 

handling of personal information (see Figure 3). Even though this model was originally intended for RDI projects 

on external funding, it can also be applied to other operations which create data. 

Laurea’s open model for co-creation classifies its data into public, internal, confidential and secret. It guides 

staff and students to create, use and share information correctly. 

With the help of data management planning, the full life-cycle of the data is considered from idea to 

potential further use and release. The model applies the EU’s General Data Protection Regulation (GDRP), the 

Finnish Data Protection Act and the EU’s open science strategies. It complies with FAIR principles (Findable, 

Accessible, Interoperable and Re-usable) and is a part of the national research infrastructure. The goal is to 

release the data to society at large and to increase new innovation through cumulative information.  

LAUREA’S MODEL IS FAIR 

Laurea’s data management model complies with FAIR principles. What does “fair data” mean and where 

does the term come from? We have long understood that it is not sufficient to just release data online. Shared 

procedures are needed to ensure the quality of the data and to enable the use of the data outside the institu-

tion that originally collected them.   

Force11, a coalition of researchers, publishers and libraries, published the FAIR principles based on a 

workshop at the Lorentz Centre in 2016. That same year, the Council of Europe made a decision to encourage 

Member States, the Commission and stakeholders to comply with FAIR principles in their research program-

mes and funding mechanisms. FAIR has since spread throughout Europe, and universities and funders have 

committed to its principles. 
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FAIR IN A NUTSHELL 

FAIR is an acronym of Findable, Accessible, Interoperable and Re-usable. The Finnish equivalents are 

löydettävyys, saavutettavuus, yhteentoimivuus and uudelleenkäytettävyys. Many funders have recently placed 

FAIR at the centre of open science, and in Finland both the Ministry of Education and Culture and institutions 

of higher education have committed to FAIR principles. 

Findability means ensuring that others can find your data. The data must be described exhaustively 

so that the metadata features the terms of use, technical information and structure of the data while also 

describing its content and nature. The data is described and registered into a search service, and a persistent 

identifier is assigned, such as a URN, handle or DOI. This identifier must be included in the metadata.  

Accessible data and the associated metadata must be findable with the identifier using a standardised 

communication protocol which is open, free of charge and generally available, and cannot require the use of 

proprietary software. Interoperability means that the data and its metadata must be represented in a clear 

format that is accessible through many ways and is both machine-readable and legible to humans. The meta-

data must use vocabulary that complies with FAIR.  

Reuse of the data is ensured by providing comprehensive metadata and describing their lifecycle. The 

data and metadata must be published under a clear license with easily available terms, such as the CC licenses. 

(Wilkinson et al 2016.) 

DATA HANDLING PROCESS  

A data management plan must be drafted at the funding application or project planning stage, with 

information of any data that may be created entered into the Repotronic project management system. Data 

with personal information must be protected already at the planning stage and appropriate agreements made 

with the informants. 

Data including personal information must be securely handled at the active stage of the project. The data 

may also be processed in project-specific folders on a network drive, if only project participants can access 

them. Since early 2016, Laurea has used the cloud service eDuuni to process and share data from projects in 

the active stage. The eDuuni service is provided by CSC – IT Service for Science, a non-profit state enterprise 

owned by the Finnish state together with higher education institutions and administrated by the Ministry of 

Education and Culture. Laurea’s experiences with the service have been positive. To process data that includes 

personal information, Laurea uses the ePouta cloud service, which is also provided by CSC.   

After the completion of the project, the data are recorded in the project folder on a network file, and the 

final decision is made on whether the data should be made openly available. If the decision is made to open 

the data, any personal information is anonymised and the research data uploaded to a national or international 

data repository. It is important that the data is described into the national ETSIN service with the Qvain tool 

to ensure later access. Use of the data may be controlled either by making it directly accessible through the 

repository, or available upon request from a liaison. 
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Table 1. Example of Laurea’s instructions for processing and distributing data on various platforms. 
(Laurea 2020)

DATA CLASSIFICATION TABLE SUPPORTING DATA HANDLING

Laurea must promote openness in its activities while ensuring that confidential information can only be 

accessed by people authorised to do so. The data classification table has been drafted to help experts handle 

data at Laurea. The table is based on the instructions for processing classified documents from the Govern-

ment Information Security Management Board (VAHTI) (Ministry of Finance 2010). Information is classified 

based on the level of harm that would result from any unlawful disclosure or use of the information. The more 

sensitive the data, the higher level of security is required for every point of processing data.  

It is important to understand the classification of the data already when data handling is being planned, 

as it is the only way to determine the requirements for processing the data generated in the project. The 

significance of the classification is even greater in cooperation projects in which information is often shared 

among several organisations and handlers. The goal of the classification table is to help the developer to feel 

confident that they are storing and sharing data correctly. With clear instructions, users do not need to worry 

about doing something wrong. This also helps project partners feel confident that the data they provide will 

not leak to third parties during or after the project. 

Public Data

Stored on K: 
or M:

Stored on 
eDuuni

Stored on IDA

Stored on 
CollabRoom 
(ePouta)

Internal 
data

Secret data CommentsMeasure Confiden-
tial data

Using shared network drives and storage areas

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed, 
access must be 
restricted

Allowed, 
access must be 
restricted

Not allowed

Allowed, 
access must be 
restricted

Allowed with 
restrictions, 
password 
protection re-
commended

Not allowed

Not allowed

Allowed with 
restrictions

Restrictions: 
access 
granted only 
to persons 
authorised 
to handle the 
data

Restrictions: 
access granted 
only to 
persons autho-
rised to handle 
the data, 
two-factor 
identification 
required
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HOW DO THE PLATFORMS ENSURE TECHNICAL DATA SECURITY? 

The methods and platforms used to share data must be fit for purpose and have sufficient data protection 

features for the classification of the data at hand. Processing and sharing internal data within Laurea is easier 

to organise than when external partners are involved. As each organisation has its own network and user 

management system, it is usually not possible to use the familiar platforms that fulfil information security 

requirements, such as network drives or other internal data processing platforms.  

 At Laurea, the locations where documents are saved are generally in Microsoft’s cloud platform, the 

cloud services provided by CSC, or platforms installed on internal servers in the service provider’s data centres. 

Network drives or other solutions installed on dedicated servers and operating in the organisation’s internal 

network typically have the best data protection and security. If cooperation between organisations is required, 

the best solution is to use the cloud services of the CSC, such as the eDuuni workspaces or the eDuuni Wiki. The 

workspaces are built on Microsoft’s SharePoint software and the Atlassian Confluence wiki.  

Laurea also uses ePouta, which is one of the virtualisation platforms offered by CSC. EPouta is a virtualisation 

platform located in a data centre with increased data protection. Laurea uses ePouta as the platform for 

collabRoom, an application that enables users to securely share confidential documents with external part-

ners.  CSC is an ISO/IEC 27001 certified non-profit state enterprise owned by the state of Finland and institutions 

of higher education. The services it provides are quite secure. For example, the eDuuni workplace service fulfils 

the requirements for the increased security level defined by the Government Information 

Security Management Board (VAHTI). In addition, CSC’s services are very affordable, or even free, for 

Finnish institutions of higher education.  

To audit its information security, Laurea has used the information security auditing tool Katakri, pro-

duced by the Finnish Transport and Communications Agency Traficom. Katakri is primarily intended for public 

authorities, but it is also available to other organisations. Traficom has created the PiTuKri auditing tool to eva-

luate the data security of cloud services. In addition to these tools, Laurea uses the instructions issued by the 

Government Information Security Management Board (VAHTI) as well as other useful tools such as 

the instructions from the German Federal Office for Information Security BSI and the National Institute of 

Standards and Technology from the USA. 

Additionally, the CSC and Finnish institutions of higher education have together produced a set of instruc-

tions for cloud services to rank the services according to their suitability for the Finnish higher education 

sector. As this “cloud guide” discusses the services based on the consumer versions of their products, some of 

its sections may be irrelevant, as institutions of higher education may have their own agreements with service 

providers. In broad terms, however, the instructions are a good resource for evaluating the overall data security 

and privacy of these services. 

DATA PRIVACY LEGISLATION REGULATES THE PROCESSING OF PERSONAL INFORMATION 

A central part of handling data is to understand when it involves the processing of personal information. 

Defining the concept of “personal information” is simple in principle. It means all information that can be used 

to identify a specific individual. Let us think about that for a moment.

Do first names alone constitute personal information? What if they are linked to job titles or the name of 

an employer? Do recordings from group interviews or responses to survey forms feature personal information? 

How about notes taken during a co-creation workshop or observations made regarding the use of various 
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services? What types of personal data are being gathered at each stage of the project? As the processing of 

personal information in the EU is regulated by the GDPR and the national data protection legislation, their 

provisions must be followed at each stage of the project. 

If it becomes clear during the project planning stage that personal information will not be processed at 

any stage of the development, the developers can move directly to defining secure ways of storing and sharing 

data.   

THE PROCESS FOR HANDLING PERSONAL INFORMATION IS DESCRIBED 

IN THE PRIVACY STATEMENT 

If the co-creation project intends to process personal information, the developers must understand the 

legal bases and purposes of handling personal data. Laurea’s privacy statement template for research and 

development projects can help define how personal information may be processed. The privacy statement can 

also be used to inform participants of how their information will be handled during the project.  The statement 

also proves that the project complies with data protection legislation. 

  



237

Figure 2. Laurea’s instructions for processing personal information. (Figure: Minna Marjamaa)
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The privacy statement template can also help developers understand the purposes and means for processing 

personal data as specified in the GDPR. Have the developers ensured that consent is formally requested from 

each participant, or can the information be collected on the basis of research for public interest or compliance 

with a legal obligation? What kinds of data will be processed and how will they be collected? Are all aspects 

of the information necessary for the goals of the project? Who is responsible for processing personal informa-

tion at each stage? Is one of the participants in the co-creation project the data controller who has primary 

responsibility, or will all participants share the responsibilities of the data controller? How will the data be 

protected? What will happen to the personal information after the co-creation project? Will it be destroyed, 

anonymised or stored as-is, and what implications does each option have for potentially opening the data? 

The privacy statement must also include a note on how each individual can exercise their rights to their 

personal information. 

ACKNOWLEDGE THE RISKS ASSOCIATED WITH PROCESSING PERSONAL INFORMATION 

The model has a moment specifically dedicated to processing special categories of personal information. 

No harm may come to the individual because their personal information is being processed. For this reason, 

the processing of certain categories of personal information such as health data, religious beliefs or political 

opinions is regulated more strictly. Not only must the processing of such data always be justified with a reason 

accepted by the Data Security Act, the data handlers must also ensure that the data in question are only shared 

and stored at locations which are appropriate for the classification of the data.  

 If such special category data are processed extensively or the processing involves the handling of bio-

metric or genetic data or data relating to location or criminality, the project must first assess the impact that 

processing such data may have for the individual. This impact assessment should begin with the description 

of the planned processing measures, the purpose of the processing and any factors supporting its necessity. 

After this, the risks targeting the rights and freedoms of the subjects must be assessed, for example by using 

the Potential Problems Analysis (POA) method which is widely employed in Laurea. This risk assessment is 

used to determine the extent of the necessary risk mitigation measures, e.g., how to prevent external parties 

from gaining access to the data. 

Data security risks must also be considered. As cloud services are very easy to use, they are used exten-

sively in collaboration between organisations. In most such services, it is easy to share documents to be used 

by accounts from the partner organisation, or even to be downloaded from a link anonymously. Microsoft’s 

Office 365 services are particularly common as organisational tools, which means that they are popular means 

of sharing and cooperating on documents. 

However, the wide popularity of these services also presents a problem for data security: possibly the 

most common phishing messages are ones trying to gain users’ Office 365 passwords, and the National Cyber 

Security Centre has issued several warnings of such messages. The official warnings have since been removed, 

as the attacks have become so commonplace. It’s possible to secure Office 365 logins, and Traficom has pub-

lished an extensive guide on the matter, but remember that in a cooperation project, the data security of the 

partner must also be at a sufficient level. 

From the perspective of risk management, risk and impact assessment for data processing is not wasted 

time! 
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LAUREA’S HOLISTIC CO-CREATION MODEL  

 

This model is currently being further developed to be applied more extensively to development work at 

Laurea. The strategic intent of Laurea University of Applied Sciences is to be an international developer of 

working life competence and vitality in the Uusimaa region in 2030. To reach this goal, Laurea has identified 

five critical needs for change, one of which deals with data management. 

Laurea is building impact by systemically gathering vertical research data in degree-awarding education  

and releasing its unique and open research material to the public. (Laurea’s Strategy 2030).

To reach this strategic goal, a new holistic model has been created to collect, manage and use the data 

that is generated at various levels of universities of applied sciences. The model is based on the holistic frame-

work of teaching and RDI integration, created in the Co-creation Orchestration project which was funded by 

the Ministry of Education and Culture. In this framework, research, RDI projects and other Laurea projects 

generate material and data that can benefit all Finnish institutions of higher education and society at large 

(see Figure 3).
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Figure 3. Holistic Framework for teaching and RDI integration for Laurea. (Figure: Santonen et al. 2019)
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  The idea of the framework is that all data generated in institutions of higher education is collected and 

used in projects and theses, and made openly available to society at large. The implementation of this frame-

work will begin as a joint pilot of a few lecturers and the data protection and management officer, during 

which data will be collected from courses while processes to launch the operations will be created and tested. 

The intention of the pilot is to highlight the central benefits and challenges of the model and identify points 

that need improvement. 

Choosing a platform is a key question for the holistic framework.  Should an internal database be created 

for the data that is generated during courses and projects? Should all produced data be described into external 

services, or just the most important content, with less significant data described on internal platforms only? 

For the framework, access right agreements must be concluded with both partners and students. Answers 

must be found to these fundamental questions.

The pilot creates a teaching process which launches the collection of data. At the same time, a package of 

applicable agreements are drafted to help the courses and projects determine the access rights to the material 

for its authors, Laurea and users.  Students and staff must be trained in FAIR principles.

 

THE FUTURE: PROTECTING INFORMATION AND THE BENEFITS OF CUMULATIVE DATA 

Data management will continue to gain in significance in the future, and data security and manage-

ment skills will become an increasingly central part of Laurea’s work. The purpose of Laurea’s open model of 

co-creation is for people to understand which locations are appropriate for sharing and processing information 

as well as to grasp the significance of metadata. The easiest and most familiar way of storing and sharing data 

may not be the most secure and sensible one. Understanding this is a major cultural shift in itself. 

In the future, cooperation between institutions of higher education will intensify, creating demand for 

more tools to share data already at the active stage of projects. The tools for sharing data of the highest 

classification level are currently quite cumbersome. 

 If personal information, corporate secrets or data created by students are processed on a platform from 

which data can wind up in the wrong hands, this can quickly result in serious problems for the project manager, 

or Laurea as a whole. Since the adoption of the EU’s General Data Protection Regulation in May 2018, officials 

have already issued fines to companies for neglecting their data security practices. Reputation is an important 

asset for an institution of higher education, and as experts we must understand the correct way of working. 

Data management goes beyond an individual project. An open and reliable atmosphere surrounding data 

handling along with the appropriate tools may also offer an edge in the competition for project funding. 

If data created at different levels in institutions of higher education can be collected and released as a 

dedicated internal data bank, it will increase the institution’s competitive edge by sparing time and resources. 

Time and resources need not be spent on collecting new material if the necessary data is already available. 

For example, students could take advantage of existing datasets in their theses and avoid having to collect 

data themselves. An institution of higher education can systematically create longitudinal data, which can 

be used as the basis of long-term research. The data created at an institution of higher education would then 

constitute the core of its operations.

By opening data collected in an institution of higher education to society at large and describing the data 

appropriately in national or international data repositories, we enable findability and interoperability while 

speeding up the national cycle of research and innovation. For a researcher, openly releasing the research data 

is considered an academic merit. Some international academic publications already require that the research 
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data be openly accessible before an article may be published. This is likely to become more common in the 

future. In addition, researchers will be cited more if their research data is used in further research. 

We will likely see a major cultural shift in the coming years, as one is already in motion. 

Marjo Valjakka, Data Protection Officer at Laurea Unversity of Applied Sciences 

Tino Graubner, Information Security Specialist   at Laurea Unversity of Applied Sciences 

Minna Marjamaa, Information Specialist   at Laurea Unversity of Applied Sciences 
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WE ARE LIVING in a world that is changing at a rapid pace. Globalization and technological 

development are bringing about many benefits. However, the challenges we meet are often 

complex, inter-connected and systemic, so-called wicked problems. The challenges are no 

longer local or one-dimensional. 

Addressing wicked problems requires new rules and new ways of thinking that are deter-

mined by collaboration, inclusiveness and openness. These global challenges call for updated 

models that both help to enhance involvement of multiple stakeholders in co-innovation and 

value co-creation, and help stakeholders to benefit from them.

The set of articles within this book demonstrate how such concepts as multi-stakeholder 

partnership, co-production of research and participatory Research, Development and Innovation 

take place in practice. The articles epitomise how new collaborations, dialogues and part-

nerships are being formed among academic, public and private partners, and civic society. 

As the described collaboration is characterised by impactful interdisciplinary and creati-

ve methodological experimentation, this publication seeks to engage a wide audience of 

researchers, educators, policy-makers, practitioners and others with an interest in combi-

ning collaborative academic, business and public expertise.

These articles introduce research results, methodological considerations and practitioners’ 

experiences on multi-stakeholder collaboration allowing for and benefiting from open 

research, innovation and educational processes. They make apparent the wide range of 

practices, tools and benefits of co-creation in the context of Open innovation, Open science 

and higher education. The articles shed light on the prerequisites of purposeful multi-stake-

holder partnership and collaboration in different thematic and regional contexts.




